ABSTRACT In this paper, we study secrecy simultaneous wireless information and power transfer (SWIPT) in downlink non-orthogonal multiple access (NOMA) systems comprising a base station (BS), multiple information receivers (IRs), and multiple energy receivers (ERs) that have potential to wiretap the IRs. The goal of this paper is to maximize the sum secrecy rate (SSR) of the system subject to the individual IR's minimum data rate requirement and the individual ER's minimum harvested energy requirement. The corresponding problem involves resource allocation via max-min function, which is non-convex and difficult to solve directly. In order to tackle this, we first transform the original non-convex problem to a sequence of convex sub-problems which can be solved simultaneously. Hence, a closed-form solution of the optimal power allocation policy is derived based on the Karush-Kuhn-Tucker conditions. Numerical results validate the theoretical findings and demonstrate that the significant performance gain over the orthogonal multiple access scheme in terms of SSR can be achieved by the proposed algorithm in a SWIPT-enabled NOMA system.
I. INTRODUCTION
Orthogonal frequency division multiple access (OFDMA) is the de facto multiple-access technology in the downlink of existing fourth generation (4G) wireless networks. In OFDMA systems, different users are allocated orthogonal frequency resources, which can effectively mitigate inter-user interference but in turn would restrict the system spectrum efficiency. On the other hand, due to the extensive popularization of smart devices and the rapid development of Internet of Thing (IoT) technology, it is foreseen that the data traffic is anticipated to increase by 1000-fold by 2020 for the fifth generation (5G) networks, and the future communication networks will be required to support massive connected devices [1] . Given the fact that the above requirements are far beyond the range of 4G's capability, non-orthogonal multiple access (NOMA), for its superiority on substantially enhancing the system spectrum efficiency and accommodating massive connectivity, has received considerable attention as a promising candidate technology for 5G [2] - [4] .
Different from the conventional orthogonal multiple access (OMA), NOMA is capable of serving multiple users by exploiting the power-domain for multiple access with superposition coding, and thus it can further improve the system spectrum efficiency. Sharing the same spectrum among users leads to a high mutual interference when decoding information. However, by employing successive interference cancellation (SIC) at the receiver, the information can be correctly decoded and thus improve the throughput of the system [3] . As a result, NOMA with the non-orthogonal resource allocation and SIC may achieve significance interference reduction which, together with facilitating massive connectively, translates to higher multi-user capacity [4] . In addition, results in [5] reveal that the system-level performance of NOMA is superior to that of OMA in terms of the degree of proportional fairness, the overall cell throughput and cell-edge user throughput. Based on this study, NOMA has attracted great interest [6] - [9] . For instance, to ensure fairness among downlink users in NOMA systems, Timotheou and Krikidis [6] developed low-complexity bisection-based power iterative algorithms with both instantaneous channel state information (CSI) and average CSI at the transmitter. With the objective of achieving a balance between user fairness and capacity, Song and Li [7] proposed a joint optimization of the subchannel assignment and power allocation in the downlink NOMA systems. Compared to the conventional NOMA with fixed power allocation, Yang et al. [8] proposed a novel dynamic power allocation scheme so as to offer more flexibility in realizing various tradeoffs between the fairness and throughput of the NOMA systems. Considering the impact of the channel estimation error, Fang et al. [9] proposed a joint user scheduling and power allocation scheme to improve the energy efficiency of the NOMA system with imperfect CSI. Furthermore, due to the distinct advantage concerning spectral efficiency, NOMA has been linked with some other well-known communication networks such as relay networks [10] , multiple-input single-output (MISO) networks [11] and multiple-input multiple-output (MIMO) networks [12] .
Meanwhile, 5G use cases such as automation factory and smart city require long life battery to support the demand of high data rate services. Recent progress in the research on wireless power transfer (WPT) provides a new possibility for improving the lifespan of energy-constrained wireless devices [13] . Furthermore, it is known that the radio frequency (RF) signals carry both information and energy, which makes it possible to combine WPT and wireless information transmit (WIT) in wireless systems. Motivated by this, an advanced technology named simultaneous wireless information and power transfer (SWIPT), has emerged recently, aiming to achieve the parallel transmission of information and energy. Based on this idea, an information-theoretic study on SWIPT was first investigated in [14] . Ever since SWIPT has attracted great interest recently, e.g. in the context of relay networks [15] , OFDMA systems [16] , MISO systems [17] , [18] and MIMO systems [19] , [20] . More specifically, the works in [15] proposed two relaying protocols to enable the wireless energy harvesting (EH) and information decoding (ID) in the wireless amplify-and-forward relaying network. Zhou et al. [16] studied the weighted sum rate maximization problem in multiuser SWIPT OFMDA systems under a set of harvested energy and transmission power constraints. In MIMO broadcast systems, Zhao et al. [19] proposed a joint antenna selection and transmit covariance matrix optimization for SWIPT in order to maximize the achievable rate of the ID receiver. Xu et al. [17] developed a joint information and energy transmit beamforming design to maximize the weighted sum-power harvested in a SWIPT-enabled multiuser MISO broadcast system. Due to the immense potential of SWIPT and NOMA, the combination of these two techniques has attracted great interest to explore more reliable and more efficient networks for 5G networks [21] - [23] . Yang et al. [21] investigated the integration of SWIPT and two cooperative networks, i.e., NOMA with fixed power allocation and cognitive radio inspired NOMA, and analyzed the effect of power allocation on their outage performance. The work in [22] demonstrated that the integration of SWIPT into NOMA can improve the reliability of the far NOMA users' without draining the near users batteries. Do et al. [23] employed a hybrid time-switching/powersplitting SWIPT architecture for a two-user MISO-NOMA system to improve the performance of the cell-edge users in terms of outage probability and diversity gain.
Nevertheless, the broadcast characteristics of wireless transmission which makes the information vulnerable to eavesdropping, poses a challenge to realize robust secure transmission for wireless networks, especially in SWIPT systems. Due to the practical requirements, energy receivers (ERs) generally locate closer to the transmitter than information receivers (IRs), thus it is more likely to cause the information security problem since ERs with better channel conditions would be prone to wiretap the information transmitted to IRs. Based on that, the concept of physical layer security, which can efficiently prevent information from eavesdropping by utilizing the uniqueness and reciprocity of the fading channels, has attracted extensive attention in both academia and industry [24] - [28] . As demonstrated in [24] , secrecy communication would be achievable when the legitimate channel condition is better than the wiretapping channel condition. Based on this theorem, the work in [25] proposed a joint power and subcarrier allocation to simultaneously maximize the average aggregate information rate of multiple normal users and guarantee the basic average secrecy rate requirements of multiple secrecy users. In [26] , a joint information and energy beamforming strategy has been proposed to maximize the harvested sum-energy by multiple ERs subject to a predefined secrecy rate constraint at the IR. It has been extended in [27] to the case of a MISO-SWIPT system comprising multiple IRs and ERs. In particular, a joint information and artificial noise (AN) beamforming design was proposed for the sum secrecy rate (SSR) maximization. Besides, the SSR maximization problem was studied for NOMA systems with power allocation in [28] .
A. MOTIVATION AND CONTRIBUTION
In contrast to the existing literature, which focuses on optimizing the SWIPT-enabled NOMA systems without eavesdropping, e.g. outage performance [21] - [23] , transmission rate [22] , [29] , [30] , and harvested energy [31] , in this paper, we study the physical layer security of SWIPT-enabled NOMA systems. In particular, we investigate the SSR maximization problem by means of downlink power allocation, subject to the minimum data rate requirements of the IRs and the minimum harvested energy requirements of the ERs. The VOLUME 6, 2018 main contributions of this paper can be summarized as follows.
• The formulated SSR maximization problem involves resource allocation via the max-min function, and thus is non-convex and difficult to solve directly.
• To overcome the non-convexity of the primal SSR maximization problem, we transform the original non-convex problem into a sequence of convex sub-problems which can be solved simultaneously. We then develop an efficient power allocation algorithm where the corresponding closed-form expressions are derived by invoking the Karush-Kuhn-Tucker (KKT) conditions.
• Numerical simulation results validate the theoretical findings and demonstrate that significant performance gains in terms of SSR can be achieved by adopting the proposed algorithm, and hence showcases the promising potential from the integration of SWIPT technology in NOMA systems.
B. ORGANIZATION
The rest of this paper is organized as follows. In Section II, we describe the SWIPT-enabled NOMA system and present the formulation of the SSR maximization problem under consideration. In Section III, we transform the original non-convex problem into a sequence of convex subproblems, and develop an efficient power allocation algorithm. In Section IV, the numerical results are presented to assess the validity of the theoretical findings. Finally, we conclude this paper in Section V.
II. SYSTEM MODEL AND PROBLEM FORMULATION
In this section, we first present the SWIPT-enabled NOMA system model and then mathematically formulate the SSR maximization problem.
A. SYSTEM MODEL
As shown in Fig. 1 , we consider a downlink SWIPT-enabled NOMA system, consisting of one base station (BS) with a single antenna, M single-antenna IRs and K single-antenna ERs. In practise, since the ERs usually have a shorter access distance to the BS than IRs, it enables ERs not only to harvest energy but also attempt to wiretap information from the received signals. Therefore, all the ERs are potential eavesdroppers for each IR. It is assumed that the channel state information (CSI) of all receivers is perfectly known at the BS. Here we consider the effects of large-scale fading and small-scale fading during the transmission process. The channel coefficients from the BS to the m-th IR and the k-th ER are denoted by h m (m ∈ {1, 2, . . . , M }) and g k (k ∈ {1, 2, . . . , K }), respectively. More specifically, we define Thus the received signal at the m-th IR can be formulated as
where n m is the additive white gaussian noise (AWGN) with zero mean and variance σ 2 . Similarly, the signal received at the k-th ER, which acts as a potential eavesdropper, can be expressed as
where n k is the AWGN with zero mean and variance σ 2 . Then the harvested energy at the k-th ER can be denoted by
where η (0 < η ≤ 1) is the energy conversion efficiency of the ERs.
B. SUM SECRECY RATE OF THE SYSTEM
Similar to [28] , without loss of generality, we sort the channel gains as 0
After receiving signals, all the IRs are applying SIC to decode their own signal. Particularly, the m-th IR would first detect the i-th IR's message with i < m, and then remove this message from its observed mixture in a successive way; while for the i-th IR with i > m the message would be treated as noise. Therefore, the achievable rate of the m-th IR can be derived as follows:
Meanwhile, the achievable rate of the k-th ER wiretapping the m-th IR can be expressed as
Thereby, the achievable secrecy rate of the m-th IR under the k-th ER eavesdropping and the SSR of the system can be, respectively, given by
where [x] + max(0, x). From above, the achievable secrecy rate is the IR's achievable rate minus the wiretap rate, when
will be zero, and R s is the sum of worst secrecy rate.
C. PROBLEM FORMULATION
The goal of this paper is to maximize the SSR of the SWIPTenabled NOMA system subject to the IRs' rate constraints and the ERs' harvested energy requirements. Therefore, the corresponding SSR maximization problem in the considered SWIPT-enabled NOMA system can be mathematically formulated as
where Q m and E k are the minimum data rate required by the m-th IR and the minimum harvested energy required by the k-th ER, respectively. The considered SSR maximization problem, with power allocation through a max-min function in the presence of inter-user interference, is non-convex. The solution is therefore non-trivial and cannot be obtained directly. In order to solve this problem, one may rely on an exhaustive search method over all the possible power allocations. Nevertheless, it is obvious that this exhaustive search method incurs intensive computational complexity in the number of users (IRs and ERs). As a result, an efficient power allocation policy is proposed to achieve the maximum SSR of the SWIPTenabled NOMA system in the following section.
III. POWER ALLOCATION ALGORITHM
In this section, we propose an efficient power allocation scheme for the SSR maximization of the SWIPT-enabled NOMA system. In particular, we first simplify the original optimization problem and identify the feasible region of the total transmit power. The corresponding non-convex SSR maximization problem is then transformed to a sequence of convex sub-problems, which can be solved simultaneously. Finally, the optimal closed-form power allocation solution is derived with the help of KKT conditions.
A. PROBLEM SIMPLIFICATION
In order to achieve a constraint convex set of problem (8), we reformulate the constraints (8b) and (8c) as follows:
where
Therefore, the constraint set formed by the original constraint (8d) and the reformulated constraints (9) and (10) is convex. In order to further facilitate addressing problem (8), we propose the following theorem to simplify its objective function. 
Apparently, f (x) is a monotonically increasing function of x since df (x) dx > 0. In other words, the better the channel gain |g k | 2 is, the greater R ER k,m is. Therefore, we can conclude that min k R s k,m = R s K ,m . The proof is completed. Let us denote the channel gains from the BS to IRs and the K -th ER with 0
According to (4), (5) and (6), we can observe that if |h m | 2 ≤ |g K | 2 , the secrecy rate of m-th IR is zero. Therefore, the SSR of the considered SWIPT-enabled NOMA system, i.e., (6) , can be rewritten as
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Now, the original SSE maximization problem in (8) can be transformed as follows:
From the constraints (13b) and (13c), it can be observed that there exists a minimum power threshold that enables the transformed problem (13) feasible. That is, once the total transmit power P is less than this threshold, problem (13) would be infeasible. Therefore, in this section, we first identify the feasible set of the total transmit power P before addressing problem (13) . According to (13b), P should be no less than a predefined minimum power, denoted by P min_ir , to satisfy the minimum data rate requirements. This threshold can be obtained when the constraints (8b) are active, i.e R IR m = Q m , ∀m [28] . In particular, let a min m be the power allocation coefficient of the m-th IR at which the right-hand side (RHS) and the left-hand side (LHS) of (9) are equal, thus P min_ir can be calculated by
It should be noted that noted that a min m (m ∈ {1, 2, . . . , M }) can be determined sequentially in the order of M , M − 1, . . . , 1 when the inequality in (9) is set to equality.
Similarly, there is another predefined minimum power threshold at the BS, denoted by P min_er , to meet the ERs' harvested energy demands. This minimum power P min_er can be obtained when the equality in (8c) holds, i.e E ER k = E k , ∀k. Based on (8d) and (10), we can derive the expression of P min_er as
In summary, the SSR maximization problem in (8) is feasible only when the total transmit power P is no less than the minimum power P min requested by the QoS constraints of IRs and the harvested energy constraints of ERs, i.e.,
and the achieved SSR for the considered SWIPT-enabled NOMA system is set to zero for the case of P < P min .
C. OPTIMAL POWER ALLOCATION STRATEGY
In this section, we aim to propose an optimal power allocation strategy for the SSR maximization under the given feasible set of the total transmit power P ≥ P min . Thus problem (13) can be further rearranged as follows:
In the following, we first substitute (4) and (5) into (12) and reformulate the objective function of (17) as follows:
To obtain a simplified expression of (18), we define
Then, (18) can be rewritten as
From (19) , it can be observed that the current objective function R s is the sum of M − M k subfunctions. Therefore, we can divide the optimization problem (17) into M − M k subproblems, which are separately maximizing the f m (t m ) for the m-th IR (M k ≤ m ≤ M − 1) subject to all the constraints in (17) . The optimal power allocation policy to problem (17) can be derived on a basis of the solutions to these M − M k subproblems. In the following, we would provide a detailed solution procedure of these subproblems.
For the objective function f m (t m ) of the m-th subproblem, we can easily obtain its first-order derivative on t m which is shown as follows:
From (20), we can conclude that
is a monotonically increasing function with respect to t m . Thus, maximizing the f m (t m ) is equivalent to maximizing the t m . Consequently, the subproblem for maximizing the f m (t m ) subject to the system constraints can be reformulated as follows:
Moreover, the optimization problem (21) is convex. Therefore, we can invoke the KKT conditions from (21) and arrive the following expressions which enables us to find the optimal solutions to (21):
and λ are the Lagrange multipliers for the inequality constraints (21b) and (21c), respectively.
Motivated by the results in [28] , the closed-form solution to our SSR maximization problem in (21) can be derived as follows:
According to (27) , it is clear that the optimal power allocation coefficient a i for the i-th IR (1 ≤ i ≤ m) can be determined uniquely. Furthermore, since the equality condition holds for constraint (21c), i.e., M m=1 a m = 1, the optimal power allocation coefficient a M for the M -th IR is also unique.
In summary, we have obtained the unique optimal solution to simultaneously maximize the f m (t m ) for each IR subject to all the constraints in (17) , where the problem (17) can be addressed sequently [28] . Therefore, the optimal power allocation coefficients of each IR for maximizing the SSR of the system can be obtained by
IV. SIMULATION RESULTS AND DISCUSSION
In this section, simulation results are provided in order to validate the SSR performance of the proposed power allocation policy in the considered SWIPT-enabled NOMA systems. All the results are obtained from various random locations of the users with identical and independent Rayleigh block fading channels and Log-Normal shadowing with standard deviation of 8 dB. The path-loss exponent α is set to 2.5 for a practical line-of-sight SWIPT scenario [32] . In addition, the EH efficiency is set to η = 10% [33] . For simplicity purposes, all IRs and ERs are considered to have the same QoS requirements, i.e.,
Note that, as shown in Section III-B, there exists a minimum transmit power P min at the BS due to the QoS constraints. Therefore, for the case of P < P min , the achieved SSR R s is set to zero. It should also be noted that these system parameters are merely chosen to demonstrate the performance in an example and can easily be modified to any other values depending on the specific scenario under consideration. We first evaluate the SSR of SWIPT-enabled NOMA network as a function of the total transmit power P under different numbers of IRs. It can be seen from Fig. 2 that the SSR achieved by the proposed optimal power allocation scheme is monotonically non-decreasing with respect to P. Specifically, in the low transmit power region, the achieved SSR is zero, which is mainly due to the fact that the corresponding P does not meet the system's minimum transmit power requirement P min ; once P > P min , the achieved SSR is increasing as P increases. On the other hand, when P is large enough, i.e., P > 36 dBm, the SSR performance of the system becomes better with the increasing number of IRs. Although it needs more transmit power to meet the minimum QoS requirements if the number of IRs M increases, the enhanced diversity gain is capable of compensating this loss, and hence improve the overall performance.
Next, the SSR performance of the proposed optimal power allocation algorithm with various QoS demands are evaluated and shown in Fig. 3 and Fig. 4 . We first investigate the impact of the minimum data rate requirement on the achieved SSR. As shown in Fig. 3 , the achieved SSR decreases as Q increases. This is because, with the increasingQ, more transmit power would be allocated to the IRs with the poor channel conditions in order to satisfy their QoS requirements, and thus it would in turn degrade the system performance. Besides, as we expected, the more IRs exist in the network, the more quickly the achieved SSR declines. We then study the impact of the minimum harvested energy requirement E on the achieved SSR. As it can be seen from Fig. 4 , the SSR presents a decrease trend asĒ increases. Moreover, the achieved SSR would gradually decrease to zero asĒ becomes larger. This is mainly due to the fact that whenĒ is very large, the BS with given total transmit power cannot afford enough power to meet all ERs' minimum harvested energy requirements. Therefore, combing the results in Fig. 3 and Fig. 4 , there is a balance between the individual QoS requirements of IRs and the achieved SSR, and thus the system parameters should be selected appropriated in order to achieve a good performance.
We then investigate the impact of number of ERs on the achieved SSR and the total energy harvested. As can be seen from Fig. 5 , the achieved SSR decreases as the number of ERs K increases. This is because an extra diversity gain can be obtained when a larger number of ERs exists in the system, which would naturally degrade the system's SSR performance due to the eavesdropping ability. On the other hand, the total harvested energy presents a liner growth as K increases. Therefore, there exists an optimal number of ERs which depends on both the minimum harvested energy requirements and minimum rate requirements.
We also study the effect of the channel gain and the number of IRs on the selection of the optimal power allocation coefficients. The results in Fig. 6 reveal that the corresponding power allocation coefficient is inversely proportional to the channel gain. This is because the IR with poor channel gain needs more transmit power to guarantee its minimum data rate requirement, and thus the corresponding power allocation coefficient should be increased. While in Fig. 7 , it can be observed that the sum of the power allocation coefficients a 3 and a 4 in the system with four IRs is equal to the coefficient a 3 in the system with three IRs. According to (29) , the m-th IR with 1 ≤ m ≤ M −1 only needs to meet the minimum data rate requirement, while the remaining transmit power P−P min would be only used for increasing the M -th IR's secrecy rate. Therefore, when M increases, the transmit power allocated to the M -th IR, i.e., that with best channel gain, would be redistributed. However, when the total transmit power P increases, more transmit power would be allocated to M -th IR, and this will raise more interference to the other IRs in return. To avoid such a situation, the power allocation policy is almost invariable, and thus the M -th IR would only get a small increment of the transmit power when P increases.
Finally, To further verify the effectiveness of the proposed power allocation policy, we compare the SSR of the proposed algorithm (marked as 'SWIPT+NOMA') with two other downlink schemes, i.e., conventional OMA scheme and the combination of SWIPT and conventional OMA (marked as 'SWIPT+OMA'). In the conventional OMA scheme, the IRs are assumed to uniformly apportion the spectrum resource and utilize the same power allocation policy. Fig. 8 shows the SSR achieved with three aforementioned schemes versus the total transmit power of the BS P. From Fig. 8 , it can be seen that, when the system has sufficient power resource, i.e., P > 28 dBm, the SSR performance of the proposed scheme is much better than those of two other schemes. On the other hand, in a low transmit power region, the conventional OMA scheme has a better SSR performance. This is because, compared with the proposed scheme and the 'SWIPT+OMA' scheme, the conventional OMA scheme doesn't consider the minimum harvested energy requirements of ERs, which would consume part of the transmit power and thus reduce the SSR.
V. CONCLUSION
In this paper, we have addressed the SSR maximization problem for SWIPT-enabled NOMA systems. Our target is to maximize the SSR of the system while satisfying all the IRs' and ERs' QoS demands. Due to the highly correlated variables, the SSR maximization problem is recognized as non-convex and thus difficult to obtain the optimal solution in polynomial time. In order to overcome this difficulty, we first identify the feasible set for the total transmit power with the system QoS constraints. With this set, we then transform the original non-convex problem to a sequence of convex sub-problems, where the closed-form expression of optimal power allocation policy is derived based on the KKT conditions. Numerical results demonstrate the SSR performance of the proposed strategy. More importantly, compared to the conventional OMA approach, our findings have illustrated that significant performance gains can be achieved by our proposed algorithm. Her research interests include power optimization techniques and analysis of wireless communication networks, with particular focus on cognitive radio, massive MIMO, and NOMA. His current research centers around 5G and beyond mobile communications, including topics such as massive MIMO, full-duplex communications, millimeter-wave communications, edge caching and fog networking, physical layer security, wireless power transfer and mobile computing, V2X communications, and of course cognitive radios. There are also a few other unconventional research topics that he has set his heart on, including for example, fluid antenna communications systems and remote ECG detection. Her research interests include topics on wireless communications and signal processing, including weak signal detection, spectrum sensing, and cooperative communication. VOLUME 6, 2018 
